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GAI-TRONICS®
A HUBBELL COMPANY

E3 IP Access Panel
Confidentiality Notice

This installation and operation manual contains sensitive business and technical information that is
confidential and proprietary to GAI-Tronics. GAI-Tronics retains all intellectual property and other rights
in or to the information contained herein. Use this information only in connection with the operation of
your GAI-Tronics product or system. Do not disclose this manual in any form, in whole or in part,
directly or indirectly, to any third party.

&

General Information

The E3 IPAP (IP Access Panel) application is a software version of a physical access panel supplied by
GAI-Tronics to interact with E3 systems. The minimum requirement to install the IPAP application is a
Windows 10 version 1803 build 17134 or Windows 11 device. Using a device running the IPAP
application provides high level control of an E3 system from any location.

Licensing

E3 architecture uses concurrent connection licensing allocated to the E3 controllers for metering IPAP
connections. PINs (Panel Identification Numbers) are assigned to IPAP configurations when they are
created in the E3 Console. Each license allows one connection to a dedicated controller from any IPAP
configuration, designated by its PIN. However, once a PIN is in use, no other IPAPs can connect using
that same PIN.

Additional connections using other PINs require additional connection licenses. If multiple connections
are necessary from identically configured access panels, then the IPAP configurations need to be created
with distinct PINs for the number of identical panels required and the number of connection licenses
installed on the controller needs to meet or exceed the total number of connections required.

When a user chooses to connect to a defined IPAP, they simply enter the PIN provided for the panel they
wish to connect to. An operator can be provided with multiple PINS, allowing for management of
different processes or multiple operators can be given the same PIN for shared responsibilities.

In networked installations or for sites with multiple separate E3 systems, IPAPSs can be created on
separate controllers using identical PINs when defining the configurations in the E3 Console. The access
panel configurations on different controllers can be identical or unique for a given PIN, depending upon
access and control requirements in multiple E3 system installations. Each controller must have connection
licenses for the number of connections that may be needed.
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Installation

The IPAP software requires side-loading of applications on the Windows device where it will be installed.
The minimum system requirement for the IPAP software is a Windows 10 device running Version 1803
Build 17134 or Windows 11. To install and run the IPAP software on Windows:

1.

Install the IPAP software from the following link: https://hubbellcdn.com/ohwassets/HCE/gai-
tronics/Elemec-app/downloads/E3IPAP-Setup.exe.

Click OPEN to download and start the installer E3IPAP-SETUP.EXE.

Downloads Py Q e P
= What do you want to do with E3IPAP-Setup.exe? %

Open Save as w
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1t}
m
3
o
m

Click the INSTALL button in the SETUP—ELEMEC3 IP ACCESS PANEL INSTALLATION VERSION 2.X.X
dialog box to start the installation.

&, Setup - Elemec3 IP Access Panel Installation version 2.... -

X
Ready to Install
Setup is now ready to begin installing Elemec3 IP Access Panel Installation on
‘your computer.

Click Install to continue with the installation.

Install Cancel

Click the button and the IPAP application installs.

Install E3 IP Access Panel?

Publisher: Gai-Tronics Corporation
Version:

Capabilities:

By installing, you agree that this app will automatically check for and install updates.

Launch when ready Install

@
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5. Click the Finish button to close the IPAP installer.

|—~1'_?, Setup - Elemec3 IP Access Panel Installation version -

Completing the Elemec3 IP Access
Panel Installation Setup Wizard

Setup has finished instaling Elemec3 IP Access Panel
Installation on your computer.,

Click Finish to exit Setup,

Launch the IPAP application immediately or later from the START MENU.

Network Adapter Configuration

When multiple network interface connections are available and active, the IPAP will only function on the
NIC (network interface card) designated as #1 on the metric interface setting screen. Below is the process
to set the metric interface for the applicable NIC:

1. Click the START MENU button.

2. Click SETTINGS.

3. Click NETWORK AND INTERNET.

4. Click the CHANGE ADAPTER OPTIONS option under CHANGE YOUR NETWORK SETTINGS.

K& Network Connections — O X
4 E‘ <« All Control Panel tems > Network Connections v (] Search Network Connections
Organize Disable this network device Diagnose this connection Rename this connection View status of this connection > 5= - 0
- . - - A
Bluetooth Network Connection Ethernet Pulse Secure
L-.,,. Not connected L-.,‘! Network L--E hubbell-ad.com
x B Bluetooth Device (Personal Area ... =~ G Disable R Juniper Networks Virtual Adapter
| L. Wi-Fi Status
— Not connected Diagnose
b4 uf{m Intel(R) Dual Band Wireless-AC 82... et
4items  1item selected G Bridge Connections == =
| VPN I
Create Shortcut
. Delete -
5 Airplane mode % ettlngs
G Rename Mnge settings of this connection
) Mobile hotspot & Properies Eooriin

|=_F . . . Intel(R) Centrino(R) Advanc
View network adapters and change connection settings. j

5. Right click the network adapter on the same LAN as the IPAP.

6. Select PROPERTIES from the dropdown list.
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10. Click OK, OK, OK to save and exit back to the SETTINGS window.

B Ethernet Properties

Networking  Authentication Sharing
Connect using:
3P Intel(R) Ethemet Connection (5) 1219-LM

This connection uses the following tems:

M B3 Client for Microsoft Networks

| T3 File and Printer Sharing for Microsoft Networks
93005 Packet Scheduler

W B3 Juniper Network Service

IR Intemet Protocol Version 4 (TCP/IPv4)
[J g Microsoft Network Adapter Muttiplexor Protocol

W s Microsoft LLDP Protocol Driver
<

>

Install... Uninstall Properties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks

0K Cancel

Double click INTERNET PROTOCOL VERSION 4(TCP/IPv4) from the list of services and protocols
(Do NOT deselect the checkbox.) or single click it and then click the PROPERTIES button.

Click the ADVANCED button at the bottom of the GENERAL tab.
Uncheck AUTOMATIC METRIC and enter 1 in the INTERFACE METRIC: field.

Advanced TCP/IP Settings

IPSettings DNS  WINS

1P addresses
IP address Subnet mask
DHCP Enabled
Add... Edit... Remove
Default gateways:
Gateway Metric
Add... Edit... Remove
] Automatic metric

Interface metric:

51 oo
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Operation
1. Launch the IPAP application from the start menu or taskbar shortcut.

The taskbar shortcut will not initially exist after installation and must be manually added from the
icon on the Start menu. The following splash screen is displayed while the program loads:

ZZ GAI-TRONICS

It X cen Gomper

ACCESS

The PIN (Panel Identification Number) entry screen appears:

= E3 P Access Panel

?" GAI-TRONICS

JIl! A Hubben Company

ACCESS

Enter a Panel Identification Number (PIN):
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2. Enter a valid four-digit numeric PIN that defines the E3 controller IPAP configuration to start the

controller discovery process.

= E3 P Access Panel

ACCESS
PANEWL

Enter a Panel |dentification Number (PIN):

4567| Search

Controller Discovery and Connection

An E3 system discovery takes place after entering a valid
PIN. All E3 systems with an access panel configuration
matching the PIN respond. During the discovery process
the notification to the right is displayed. If an invalid PIN is
entered or there is no response from an E3 controller, then
the system discovery timeout notification is displayed.

With successful polling, the discovered systems are
presented for connection.

e An E3 controller will not respond to the discovery
process if an IPAP with the requested PIN already has
a connection to that E3 system.

e Performing a discovery on a single controller when all

&, GAITRONICS

Discovery Process Activity

Locating available systems with PIN 1234...

System Discovery Timeout

Unable to locate an available system with PIN 1234

IPAPs are already in use produces the SYSTEM DISCOVERY TIMEOUT notification.
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Pick the system to connect to, from the list, and press or click the CONTINUE button to load the
configuration for that IPAP.

Met_test Lab_sysS

Cancel

While connecting, the following microphone and connection status dialog boxes display:

System Connection Status

Microphone Setup Status

Initializing Microphane... Waiting for system configuration...

Cancel

Cancel

IPAP Screens

The IP access panel displays a title bar at the top, access panel button screens in the center, and a status
bar at the bottom.

e Screen navigation arrows appear on each side of the button screen when multiple button screens are
defined for an access panel.

e The button screens are assigned names that appear in the title bar for each button screen.

e The primary screen is typically named HOME (this is not required).
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AsgEE || T | e Sys 1 IPAP 00

SELECT
AMP 1

SELECT
AUX OUT

SELECT
GLOBAL ZONE
SYS AB

SELECT
SP2 BENCH

Time Reported

10/10/2017 2:07:35 PM

10/6/2017 8:21:19 AM

10/6/2017 8:21:18 AM

10/6/2017 8:17:41 AM

10/6/2017 8:17:41 AM

10/4/2017 2:20:43 PM

SELECT EMERGENCY
SP2 RACK SPEECH SPEECH

Home

SELECT PLAY B pLav
AMP 2 ALARM1 ALARM 2

SELECT PLAY PLAY
MON ouT ALARM 3 ALARM 4

DELAY W Bom

SELECT
GLOBAL ZONE OVERRIDE (MUSIC)
1

ALL

" EMERGENCY
RECORDED

M ROUTINE ¥ RoOUTINE
SPEECH SPEECH
RECORDED

Fault Deseription
[A] Secondary Net_test_Lab_N1 Network Connection Failure
[B] Secondary Net_test_Lab_N1 Network Connection Failure
[A] Secondary Net_test_Lab_ N1 Network Connection Failure
[B] Secondary Net_test_Lab_N1 Network Connection Failure
[A] Primary Net_test_Lab_sys5 Network Connection Failure
[B] Primary Net_test_Lab_sysS Network Connection Failure

[A] Primary Net_test_Lab_sys3 Network Connection Failure

ALARM
VOLUME
DECREASE

TICK
TONE

RECORD
CANCEL
ALL

" RECORD

CANCEL

W RECORD

CANCEL

PLAYBACK

CANCEL
ALL

MUTE
ALL
AUDIO

ACK
ALL

ACK
CURRENT

CANCEL
CURRENT

Acknowledge All
Acknowledge
Acknowledge
Acknowledge
Acknowledge
Acknowledge
Acknowledge

Acknowledae

Title Bar

The title bar displays the SYSTEM MENU, CONNECTION heartbeat(s), FAULT STATUS indicator(s), PA IN
UsE indicator(s), and the name of the currently running IPAP, as configured in the E3 Console.

ction Fault Status PA in Use

ACCESS =" @ Sys 1 IPAP 00

py

. System Menu—contains access panel functions that control the use of the access panel such as
SYSTEM LOGOUT, SYSTEM RECONNECT, CONNECTED SYSTEMS listing, MICROPHONE
SETTINGS, and EXIT APPLICATION. Click the system icon at the left end of the title bar to access it.

e System Logout—disconnects the user from the currently accessed controller and returns to the initial
IPAP screen.

e System Reconnect—allows the user to disconnect from the controller and attempts to reconnect if a
fresh connection is needed.

e Connected Systems—provides a list of E3 controllers on the network that have an IPAP
configuration for the current IPAP PIN. The user can press or click on one of the configurations listed
to disconnect from the currently selected system and switch to the desired system.
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e Microphone Settings—displays the MICROPHONE SETTINGS dialog )
box. Use this dialog box to disable the microphone or set the MINIMUM L
LEVEL THRESHOLD. The MINIMUM LEVEL THRESHOLD governs the

sound level necessary for the microphone to pick up ambient audio. L] tomisrepnne
The E3 controller also uses this level to determine if the microphone is Minimum Level Threshold:
present and functioning properly. =

NOTE: Setting the level too high will cause the system to flag the
microphone as faulted whereas setting it too low will prevent it
from picking up the ambient audio necessary for determining
fault conditions.

e Exit Application—closes the connection to the controller and exits the application.

Connection Heartbeat(s)—indicator(s) verify the connection state to the controller(s) with a pulsating
red heart. The DISCONNECT screen displays if the access panel loses contact with the controller for any
reason.

Systems with redundant controllers display two heartbeat indicators, one for each controller. A white
heartbeat signals a loss of connection to that controller. The IPAP still functions while connected to
only one controller. The primary screen changes to display a message notifying the operator of the
connection loss when this occurs. See the A-B and N+1 Controller Connection Loss section for
information on this message.

Fault Status Indicator(s)—provide indication of the current fault status on the controller. Redundant
systems display two LEDs. The color and pulse of the status indicator matches the fault LED, on the
controller, and always represents the most urgent fault in the system.

PA In Use Indicator(s)—indicates audio transmission from each controller. Two green indicators are
present in redundant systems.

IPAP Name—is the name given to this IP access panel when defined in the E3 Console application.
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Main Screen Area

The main screen area contains the button screens configured in the E3 Console for the currently
connected IPAP and can also display the E3 system fault listing. Screen navigation arrows display for all
panels defined with more than one button screen. Click either navigation button repeatedly to return to the
first screen after the last screen is displayed. The primary button panel is typically named HOME, but this
is not required. The house button in the status bar transports the operator back to the primary button
screen regardless of its defined name.

Home

r PLAY e PLAY ALARM CANCEL
AMP 2 ALARM 1 ALARM 2 VOLUME ALL
DECREASE

SELECT
AMP 1

SELECT TICK

SELECT "

SELECT DELAY BGM RECORD
GLOBAL ZONE OVERRIDE (MUSIC) CANCEL
1 ALL ALL

PLAY PLAY N
AUX OUT MON OUT ALARM 3 ALARM 4 TONE

SELECT
GLOBAL ZONE
SYS AB

SELECT SELECT EMERGENCY " EMERGENCY B RrecorD ACK
SP2 BENCH SP2 RACK SPEECH SPEECH CANCEL CURRENT
RECORDED

W ROUTINE B RrouTiNE B Rrecoro CANCEL
SPEECH SPEECH CANCEL CURRENT
RECORDED PLAYBACK

Ackrowledge Al

A] Secondary Net_test_Lab_N1 Network Cor n Failure
17 20735 PM B)] Secondary Net_test_Lab_N1 Network Connection Failure Acknowledge
782119 AM A] Secondary Net_test_Lab_N1 Networ ction Failure Acknowledge
2119 AM B) ondary Net_test_Lab_N1 Network Co ction Failure Acknowledge
10/6/2017 8:17:41 AM A] Primary Net_test_Lab_sysS Network Connection Fallure Acknowledge
7 817:41 AM [B] Primary Net_test sysS Netw: nection Failure Acknowledge

10/4/2017 22043 PM Al Primary Net_test_Lab_sys3 Network Connection Failure Acknowledae

Button Panels—are configured in the E3 Console and operate similarly to the button panels on hardware
access panels. Button configuration is implementation specific so button functionality will not be covered
here. The primary differences between an IPAP and a hardware panel are that the IPAPs can have an
unlimited number of button pages and include software functionality for button press protection and/or
confirmation. Buttons can have either button interlock type or both.

e Button-press Protection—requires the operator to acknowledge their action by pressing the button a
second time to initiate the button's actions. These buttons display black/gray diagonal stripes overlaid
on the button.

e Button-press Confirmation—open a confirmation dialog box requiring the operator to confirm the
action to activate the button's defined function.

e Button-press Indication—displays a green LED in the upper right corner of the button. Redundant
AB and N+1 systems also have a green indicator in the lower right corner of the button when pressed.

Button Confirmation Enabled

Phease confirm pressing the PLAY ALARM 3 button Before contirwing

EMERGENCY
SPEECH

Confirm

Button Press Protection, Confirmation, and Indication
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Fault Listing—Display the fault listing by clicking the flag icon at the right end of the status bar when
the fault status indicator in the title bar illuminates. The flag icon will match the title-bar indicator in color
and pulse.

Status bar

The status bar, at the bottom of the screen, displays the name of the connected controller, with the zone
selection indicator, home button, fault list button, and volume control button at the right. The ellipsis
button at the far right expands the status bar to reveal the labels under each button.

Zone Selection Indicator—appears as a yellow bulls-eye icon after selecting a zone or zones. Click the
indicator to open the DESIGNATED ZONES: dialog box. The DESIGNATED ZONES dialog box enables
deselection of previously selected zones without having to deselect them individually in the IPAP main
screen. Click the Clear Zones button to deselect all currently selected zones.

Designated Zones:

I ZONE SELECT AUX OUT

I ZONE SELECT Sp2 Rack

Clear Zones

O] )

Home Button—provides a hyperlink to the first button screen defined when the access panel was
configured in the E3 Console.

Fault List Button—appears as a flag icon at the right end of the status bar. The background color turns
red when faults exist in the E3 system. Click the button with existing faults to display the listing. Use the
scroll bar on the right side of the listing to see the events that do not appear on screen. Click the title bar
on the fault list to expand it to the full IPAP window. Acknowledge individual faults or all faults from
this listing.
Vi Sppuerlen] sl Diecrigfion Achrsbeikgr AN
- ST eS0T AM IFAP IP Access Panel # 2 Connection Falure Acknowledpe
SAANT 21945 PM CAM Bus Failene Acnowledge
AT 21%15 PM Data Poll Failure; Local Amp & 0, Channed & Acknowledgpe

ST 21515 PM [ata Poll Failure: Local Amp # 0, Channed B Acknowledpe

Volume Button—controls the volume of the IPAP application. Volume adjustment is linked to the
Windows system volume setting. Click the speaker icon at the left end of the volume slider to mute the
audio to the IPAP. The mute feature in the application is independent of the Windows system mute
setting.

Local Volume
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Screen Zoom

E3 IP access panels have a screen zoom feature activated by pinching or spreading fingers on touch
screens. Use Ctrl+MouseWheelDown to zoom out or Ctrl+MouseWheelUp to zoom back in on non-touch
screen displays. Zoom out to display up to four button panels on the screen simultaneously. Use the scroll
bar to view the remaining screens if more than four button panels are defined for the IPAP. All buttons
are functional in the zoomed-out mode. The button panel that the mouse is over becomes the active button
panel when zooming in to an individual button screen. Expand any button panel by selecting the title bar
of that button panel.

Connection Fault Status PAin Use

ARER Sys 1 IPAP 00

Home AP ALARM INDICATORS

stueer steer ar & pay ALy aance J consoce consote a5 00 woos 1 @ mwect [ wavor
AMP1 AMP 2 ALARM 1 ALARM 2 VOLUME ALL ALARM 1 ALARM 2 ALARM 1 ALARM 2 ALARM 1 ALARM 2
oEchEnse

AUX OUT MON O ALARM 3 ALARM 4 TONE ALL ALARM 3 ALARM 3 ALARM 3 ALARM 4 ALARM 3 ALARM 4
AUDIO

B recorn Ack
61 nlrnl ws oN OVERRIDE SIC) CANCEL ALL
ALL ALL

I sager SEcr B A puav o wute J comsoce conso oap00 woo 0 wweor oo

SELECT EMERGENCY T EMERGENCY RECORD ACK 1PAP 02 PAP 02 I 1PAP 03 I 1PAP 03

507 BENGH SP2 RACK SPEECH SPEECH CANCEL CURRENT ALARM 1 ALARM 2 ALARM 1 ALARM 2

RECORDED

B rourine B rourne B recoro CANCEL 1PAP 02 1PAP 02 1PAP 03 IPAP 03
SPEECH SPEECH CANCEL CURRENT ALARM 3 ALARM 4 ALARM 3 ALARM 4
RECORDED PLAYBACK

SYSTEM INDICATORS ALARM & ZONE INDICATORS

ACCESS PANEL ] [ | P amo Wacksrouno | |
SHSTEM HEALTHY FAILURE MASTER MIX1 INHIBIT MUSIC ALARM 1 ALARM 2 ol AMP1 AMP 2

KEYSWITCH

[}
URGENT FALT FAILURE AUTO ALARM MIX 2 TICK TONE INHIBIT ALARM 3 ALARM 4 AUX OUT MON OUT

AMPUFIER [ | B evenr B oisasie
FAULT FAILURE MANUAL ALARM RECORDER 1 TELEPHONE

LINK

INTERFACE HOME

1P ZONE
SP2 BENCH

1P ZONE [
SP2 RACK LINK
AP ALARMS

TELEPHONE |ATTENUATION EVENT MANUAL
INTERFACE ACTIVE RECORDER 2 CANCEL
FAILURE

GEEALZoN Ism BAL ZONE PAGE

P recorn PAGE
RECORDING PLAYING LINK
SYSTEM
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A-B and N+1 Controller Connection Loss

If communication is lost with either controller in an A-B or N+1 system, the main screen area changes to
display a notification alerting the operator of the connection loss. Two buttons are presented to reconnect
or simply dismiss the notification. Press the RECONNECT button to attempt reconnection to the
disconnected controller. The message displays again if the controller is still unavailable. Click the
Dismiss button to remove the message from the screen. The disconnected system automatically
reconnects when the controller is online again. All buttons are active while the message is onscreen.

ACCESS

GLOBAL ZONE

SELECT
SP2 BENCH

SELECT
AUX OUT

Sys 1 IPAP 00

Nould you like to attempt to Reconnect to both systems again or D

MON OUT
SELECT
GLOBAL ZONE
1

SELECT
SP2Z RACK

PLAY
ALARM1

B play
ALARM 3

DELAY
OVERRIDE
ALL

EMERGENCY
SPEECH
RECORDED

m
ROUTINE
SPEECH
RECORDED

Home

= pLAy
ALARM 2

PLAY
ALARM 4

BGM
(MUSIC)

I EMERGENCY
SPEECH

B RrouTiNE
SPEECH

this warning message?

ALARM
VOLUME
DECREASE

TICK
TONE

RECORD
CANCEL
ALL

RECORD
CANCEL

RECORD
CANCEL
PLAYBACK

Reconnect Dismiss

CANCEL
ALL

ACK
CURRENT

CANCEL
CURRENT

03/24



	E3 IP Access Panel - Pub. 42004-522D
	Confidentiality Notice
	General Information
	Licensing
	Installation
	Network Adapter Configuration
	Operation
	Controller Discovery and Connection
	IPAP Screens
	Title Bar
	Main Screen Area
	Status bar

	Screen Zoom
	A-B and N+1 Controller Connection Loss



